PROTECDIV"
CYBERSECURITY PRIORITIES

IN'TIMES OF PANDEMIC

YOUR NEW REMOTE WORKFORCE OPENS YOUR CYBER ATTACK SURFACE. HERE’S WHAT TO DO.

The Protecdiv Perspective

Your organization has initiated work-
from-home. Your cyber security risks
have increased exponentially.

How Protecdiv Gan Help

Prevent / Detect

Protecdiv and its partners
can act as an extension of
your IT department

Please keep private and confidential.

The recent events around novel coronavirus 2019 (COVID-19) have been
unprecedented, and organizations like yours have taken emergency measures
to maintain business continuity.

Your information technology department is now tasked with implementing
processes that have been discussed but rarely executed. This is business
continuity without any probable end time, amid conditions that change daily,
on a scale that organizations have never seen before. IT needs to juggle
available capacity and ensure that services are available to its end users.

New cyber attacks have already been seen in the pandemic environment. 2020
is likely to see a significantly increased number of attacks and significantly
increased costs to remediating breaches, especially given various government
efforts to find deep pockets to help pay for stimulus packages.

Protecdiv offers a holistic solution to your emergency cyber needs by
combining deep cyber security expertise, an extensive network of service
providers and educational resources, and the most robust insurance
coverage and largest available insurance limits in the market.

Implement Insure

We offer full-service consulting Cyber insurance limits of up

and on-going support services to $1 billion for the largest
entities or S1 million for
smaller businesses

PROTECDIV.COM
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Insecure Bad Domains & Ransom
Endpoints Fake Webhsites Ware

Implement Strategies
for the top five priorities

0 Spread awareness. If
you don’t have a remote

work policy, build one.

Ensure that IT is
granting credentials
and access to the
proper people.

Secure all the
endpoints. Ensure
that everyone is
running an effective Phishing Malicious
antivirus application. Emails Applications

Remediation in a
WFH scenario can Pre-COVID Post-COVID
Cyber Exposure Cyber Exposure

be very different than
the norm, especially if
BYOD is allowed.

@ © o ©

o IT Security Cyber IT Security Cyber
Your incident Threats
response processes Infrastructure ' Threats Infrastructure (2%)

must be updated
to accommodate
remote responders.

HOW Prﬂtecdiv ca“ He|p Protecdiv can provide instant access to third-party services
that have the bandwidth to step in to help right now

Access to cyber security experts and privacy attorneys

Access to online training and knowledge center

24/7 access to breach hotlines with Forensic Specialists,
Security Incident Response, and Legal Counsel

Please keep private and confidential. PROTECDIV.COM
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INSURE — COMPREHENSIVE
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OTHER BROKERS’ CYBER COVERAGES AND EXCLUSIONS PROTECDIV’S CYBER COVERAGES AND EXCLUSIONS
Coverages Exclusions Coverages JKL Coverage
ABC Coverage ABC Exclusion ABC Coverage MNO Coverage
DEF Coverage DEF Exclusion DEF Coverage PQR Coverage
GHI Coverage GHI Exclusion GHI Coverage
JKL Exclusion Exclusions — ABC Exclusion
/ /

Highest Limits Available
Cyber Exposure has increased as much as bx

Pre-COVID Cyber Exposure Post-COVID Cyber Exposure Current Transition

m Companies will be under
increased public scrutiny
Reputation Exposure going forward

Reputation +

m  |ncreased time of
closure following breach,
particularly during COVID

Business

. Business
Interruption

Interruption Protecdiv
Recommended m  States are increasing
Cyber Limit fines per hacked record
Regulatory m |ncreases due to
“‘demand surge” for
Best Practice Regulatory remediation services

Remediation

Cyber Limit Remediation

How Protecdiv Can Help Protecdiv can be your insurance broker and consultant to bring you the most

comprehensive coverage and highest limits available.

We can provide coverage that fills in gaps of current policies, provides additional
limit on top of current policies, or that completely replace current policies.

Please keep private and confidential. PROTECDIV.COM
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Insurance & Renaissance Bokers

A technology-powered, Tier-1, certified minority-owned insurance
Scee  and reinsurance broker — we are committed to your success
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Insurance Reinsurance
Automotive Life Sciences Property ILS Flood
Financial Sector Technology Casualty Public Entities Terrorism
Professional Mortgage Public Cyber E&S Parametric
Construction Energy Credit Risk Retrocession
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A digital agency creating a more dynamic future

Services

Actuarial Advocacy MGA Rating Agency Captives
Structured Risk Reserve Analysis Capital Modeling Contract Wording
Legacy/Run-off ERM Third-Party Admin Market Security
Geo-Spatial Cat Modeling Claims

EMAIL DIRECT CHECK US oUT
kael.coleman@protecdiv.com 215-779-1504 ¥ @O in




